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This document is intended to be used by the Tabletop Exercise Leader for conducting the Ransomware scenario. The leader should provide participants with the Ransomware Workbook. 
1. At the start of the workday, our employees receive an ominous black “pop-up” message on their screens that states that our systems have been infected with ransomware that has encrypted many critical files that contain customer personally identifiable information (PII) belonging to our customers. This pop-up message starts to appear on multiple employee screens.
a. Do employees know who to contact and what to do when they receive this message?
b. [bookmark: _Hlk144717278]Does our company have a Cybersecurity Response Team? If not, who should be on the Cybersecurity Response Team?
c. What should the Cybersecurity Response Team be doing?
d. Who should control the investigation, and what tools should they use?
2. The hacker sends a message demanding a $1 million payment made with bitcoin for the decryption key. They warn that the key will expire unless payment is received within 48 hours. The message states that if payment is made within 24 hours, there will be a 15% discount ($150K), and the PII will be released on the dark web if payment is not made within 48 hours. 
a. What additional investigation should be done?
b. What should our protocol be for activating our Cybersecurity Response Team?
c. How should the Cybersecurity Response Team communicate with each other?
d. What are the next steps for determining the extent of the intrusion?
e. Which external experts should be contacted and when?
3. The hacker sends a message with a small number of data records to verify their claims and offers to negotiate with our company.
a. Who should negotiate with the hackers?




4. Our IT team conducts reviews of the intrusion detection system logs and discovers unusual traffic on AC’s Remote Desktop Protocol (RDP) ports that are used for employees to remotely access our company’s systems (e.g., employees working from home or traveling). A significant amount of data is leaving the RDP ports and going to external IP addresses. 
a. When do we notify customers, employees and third parties, what would we say, how would we notify them and who takes the lead?
b. When do we notify law enforcement about the intrusion, who takes the lead, and what information do we provide?
c. Does our company know who in law enforcement to contact?
d. What regulators, if any, do we contact about the intrusion, who takes the lead, and what information do you provide?
5. Our IT team shuts off our employees’ access to remote desktops. 
a. What processes should we have in place?
b. How does our company continue to conduct business?
c. What is our protocol for shutting off remote access?
6. Our IT team determined that large parts of our Customer Relationship Management (CRM) system have been encrypted. The CRM contains customer communications, profiles, including PII, and other information necessary for day-to-day business. Our cloud-based backup system is unaffected but hasn’t been updated in two weeks, and all data created since then is encrypted.
a. What decisions do we need to make about using the backup system?
b. What steps should we take before using the system backup copy?
c. What should be communicated to our customers?
d. When, how, and who should send this communication?









7. Our customer relationship manager receives a call from a customer who states that she received a message from a hacker claiming to have her PII. The hacker instructs our customer to contact our company. 
a. What should we say to our customers?
b. Are there guidelines for the relationship manager to follow?
c. How do we deal with multiple customer calls?
8. A local TV station calls us seeking comment about the ransomware infection and the data breach. The information known by the TV station appears to have been provided by one of our employees or a customer.
a. What should we consider before talking to the press?
b. Why should we have a central point of contact?
9. It has been eight hours since receiving our first message from the hacker and have 16 hours before the 24-hour deadline to take advantage of the 15% discount. We must decide if we are going to pay the ransom. 
a. How do we decide if we are going to pay the ransom?
b. Who should be involved in this decision?  
c. Who should pay the ransom? 
10. We paid the ransom and are able to decrypt our CRM files, but remote employees’ access has not been restored.
a. What needs to be done before our IT team restores remote access? 
b. Going forward, what should we do with our system backup program?
11. Remote employee access is restored, and we are back to business as usual.
a. What do we say to customers?  
b. What other remedial steps should we take and how should they be documented?
c. What do we say to the press?
d. How should we document the ransomware attack?


Payments Innovation Alliance – Cybersecurity Response Project Team

The Payments Innovation Alliance is a membership program that shapes the future of the payments industry and develops thought leadership relevant to financial service institutions. 
The Alliance established the Cybersecurity Response Project Team to help organizations understand evolving threats related to potential cyberattacks. 

These resources may be downloaded and shared with employees, colleagues, and clients as appropriate. If you’d like more information on the Payments Innovation Alliance, including the work we have done and how your organization can get involved, please visit nacha.org/payments-innovation-alliance.
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